
Social Engineering Fraud 

Social engineering fraud is range of malicious activities carried out by fraudsters through human 
interactions. It uses psychological manipulation to trick users into making security mistakes. Unsolicited 
emails, text messages, and telephone calls purportedly from a legitimate company or individual 
requesting personal, financial and / or login credentials are common approaches. 

 • Phishing - One of the most popular forms of social engineering attempts to acquire sensitive 
information such as usernames, passwords and account or card details by masquerading as a trusted 
entity and creating a sense of urgency, curiosity or fear in victims. It then prods recipients into revealing 
sensitive information, clicking on links to malicious websites, or opening attachments that contain 
malware.  

• SMiShing - A type of phishing attack where cell phone users receive text messages containing a 
website or document hyperlink; which, if clicked would lead to a malicious URL and/or download 
malware to the cell phone. It could appear to come from the recipient’s credit union with an intent to 
gain their personal or account information. In addition, there could be a request to call a fraudulent 
phone number.  

• Vishing - Voice phishing is the telephone equivalent of phishing attempting to scam the user into 
surrendering private information that will be used in identity theft. Often, the call will come from a 
spoofed phone number making it look like the credit union is calling the member which will provide the 
member with a sense of legitimacy. 


